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1. INTRODUCTION

This report is the third in a series describing the development of performance measures
pertaining to the security of the maritime transportation network (port security metrics).
The development of measures to guide improvements in maritime security is particularly
timely, as large sums of money are currently being devoted to security, while attempts to
create meaningful performance-based indicators applicable to ports continue to present a
challenge. Where measures do exist, it is important to continually refine them by refining
assumptions to more accurately reflect the real world.

Ports and the surrounding harbor towns or cities where ships take on or discharge cargoes
are composed of several facilities that serve as points of entry or departure for maritime
cargo transport. As such, ports are a key component of the supply chain for both civilian
and military cargo and personnel. Ports serve to maintain commerce and play a
significant role in the nation’s force projection capability. There are significant
bottlenecks, however, since excess capacity is costly and the rail and road systems around
ports are congested." These factors make ports high value targets, as terrorist attacks on
ports could result in the disruption of those activities. Further, terrorist use of ports as a
transit point for weapons of mass destruction (WMD) and associated material could place
the entire country and its population at grave risk.

This report focuses on issues related to the mission of the Defense Threat Reduction
Agency’s (DTRA) Advanced Systems and Concepts Office (ASCO), to

Develop and maintain an evolving analytical vision of necessary and sufficient capabilities to
protect the United States and allied forces and citizens from nuclear, biological, and chemical
attack.’

An earlier report in this series described the legislative environment pertaining to
maritime transportation security. The legislation was found to have resulted in a
maritime security regime focused on performance-based goals rather than prescriptive
ones, leaving wide discretion on the interpretation and implementation of security
measures in each situation.’ Another report in the series briefly characterized the
significance of maritime commerce to both the US and world economies and then
described the benefits of couching risk analyses in the context of the transportation
network, in order to capture the consequences of disruptions.4 This report represents a
continuation of those earlier efforts and presents a contribution to the continual
refinement of the Maritime Security Risk Analysis Model (MSRAM), the US Coast
Guard’s (USCG) principal analytic decision support tool for determining port risk.

!'See, for example, Honea, “U.S. Military Preparedness — Jammed in the Traffic?,” November-December,
2000.

? Taken from the DTRA ASCO website, www.dtra.mil .

3 See, Volpe National Transportation Systems Center (a), Port & Maritime Security Law Review, Final
Draft, December 2005.

* See, Volpe National Transportation Systems Center (b), Port Security Metrics: Performance Measure
Model Options, Final Draft, January 2006.



1.1. Goal

The goal of this analysis is to provide ASCO and its customers with a comprehensive
approach to the development of quantitative performance measures to assess security
improvements to the port system and permit identification of existing security gaps. Such
a capability will enable decision makers to assess, within a consistent framework, the
merits of alternative security strategies and their subsequent implementation as
investments in risk mitigation.

The uncertainty of the operating environment results in a need for robust planning
methods. This, in turn, requires flexibility in the management of risk, evidenced here by
the relaxing of some of the usual assumptions concerning risk determination. In
describing the suggested approach to enhance some MSRAM functions, the analysis
adheres to Office of Management and Budget (OMB) guidance, particularly with respect
to the creation of performance measures and program governance as described in OMB’s
Program Assessment Rating Tool (PART) process. The application of some recent
developments in decision science to port security problems, specifically in the context of
deterrence, permits the incorporation of uncertainty into an analysis characterized by a
lack of historical information and thus dependent upon expert judgment.

1.2. The TVC Risk Paradigm

Traditional risk assessment is exemplified by the “TVC” paradigm, with risk defined as
the product of Threat, Vulnerability and Consequence. This is most often expressed as,
literally, the arithmetic product of the three elements. This is the essence of the MSRAM
methodology. The approach requires certain key assumptions and restrictions
concerning, for example, the probabilistic interpretations of data, the independence of
events, and linearity in decision-making criteria as well as the characterizations of
uncertainty and expert judgment. Improving risk methodology is fundamentally an
exercise in determining how these assumptions, all violated to varying degrees in the real
world, can be relaxed.

The current MSRAM model assumes there is no explicit impact of an investment in
deterrence.” The extension of the MSRAM methodology to join deterrence to the TVC
paradigm will relax some of the assumptions underlying the current methodology. In so
doing, the MSRAM model can more accurately portray the port risk environment,
potentially resulting in improved investments in risk mitigation.

* The model does allow for its implicit consideration. This, however, can lead to inconsistency of results
from port to port and scenario to scenario. It also makes it difficult to evaluate the deterrent effect of
potential investments.



1.3. Overview of the Report

The remainder of this report is organized as follows. Chapter 2, “Performance Metrics,”
briefly describes the underlying motivation for performance measures in general, and the
particular challenges of performance measures of security.

Chapters 3 - 5 focus on explicitly including deterrence in the MSRAM model. Chapter 3,
“Deterrence,” presents a discussion of deterrence based on deterring terrorism and is
informed by traditional analysis of criminal behavior. This discussion brings to light
assumptions violated by the MSRAM model: independence of events (because
deterrence affects other parts of the model), linearity (through threshold effects) and
perception bias (people are poor judges of probability).

Chapter 4, “Uncertainty and Possibility Theory,” describes an alternative approach to
gathering experts’ subjective probabilities, used to quantify risk in the absence of data.
This alternative approach is an application of possibility theory, which is a less restrictive
framework than probability theory, requiring fewer assumptions. The possibility theory
framework is more consistent with underlying uncertainties and thus, it will be argued, is
better suited to the task of quantifying the impact of deterrence of a terrorist actor than
the more traditional probability theory.

Chapter 5, “Application to MSRAM,” applies this new tool set to the MSRAM model
and uses it to extend the “detect-decide-engage” logic to incorporate deterrence, utilizing
possibility methodology in a way compatible with the existing model. It also suggests a
method for experts to collaborate in determining the impact of deterrence. This chapter
addresses another facet of the independence assumption, focusing on spatial interactions
within the port in relation to weapons of mass destruction (WMD) and area attacks.

Chapter 6, “Developing Robust Risk Estimates,” takes up the limitations of the linearity
of the MSRAM model chain, as currently implemented, and offers suggestions for
extending the current model to more fully reflect real world complexities. The use of
conceptual maps and influence diagrams are advanced in order to capture system effects
and the non-linear nature of terror risk. Deterrence serves as an extended example in this
section.

Finally, Chapter 7, “Recent Advances, Future Directions,” describes advances in the
analytics of spatial activity relating to port security that future versions of MSRAM might
exploit. These advances include research into a similar problem, the spatial analysis of
crime, as well as the general use of spatial methods and a particular GIS-based risk
analysis tool from the Federal Emergency Management Agency (FEMA), called Hazards
US (HAZUS).

Four appendices and a selected Bibliography complete the report.



2. PERFORMANCE METRICS

As the need to invest in security has increased, so has the need to develop improved
measures of performance.® The establishment of risk-based frameworks has permitted
the differentiation of ports according to types of risk. The process of managing the
framework, establishing criteria for outside peer reviews, and other decisions such as the
determination of evaluation criteria and method, is termed governance. Governance,
while only touched on here, is a central part of successful implementation of the risk
framework. For example, OMB encourages agencies to utilize outside review panels to
augment internal working groups. Of course, each agency will establish governance
procedures aligned with their overall strategic goals.

Key to making this process work is measurement. The model’s basic elements: threat,
vulnerability and consequence, are subject to continued refinement and elaboration. As
the fundamental components of risk, these are the inputs to MSRAM. This report
describes efforts to assess these components within the MSRAM tool, with particular
emphasis on how to evaluate vulnerability. In addition, an effort is made to enable the
USCG to standardize assessments across ports.” This involves bringing a particularly
open and transparent approach in addition to experts’ judgments.

2.1. Performance Measurement

Performance measurement is described by the GAO as, “the ongoing monitoring and
reporting of program accomplishments, particularly progress towards pre-established
goals.”® Hence, it is more than developing metrics; it encompasses aligning programs
with the organization’s strategic goals, developing priorities, allocating resources in an
effective manner and measuring outcomes. This is the case for tracking the effectiveness
of both mitigation as well as research activities.

Characteristics of an effective performance measurement system include:

Reliability, credibility

Acceptance

Timeliness

Realism of goals

o Integration into agency decision-making

® See, Perl, Raphael, Combating Terrorism: The Challenge of Measuring Effectiveness, Congressional
Research Service, The Library of Congress, November, 2005.

7 See, US Government Accountability Office, Risk Management: Further Refinements Needed to Assess
Risk and Prioritize Protective Measures at Ports and Other Critical Infrastructure, GAO-06-91, December
2005.

¥ See, US Government Accounting Office, Performance Measurement and Evaluation, Definitions and
Relationships, GAO/GGD-98-26, April 1998.



Effective performance measures are now a key part of federal management practices,
having been incorporated into OMB’s review of submissions into the President’s Budget,
as implemented in OMB’s Program Assessment Rating Tool (PART), a standard tool for
agency evaluation.

The PART addresses:
e Program purpose and design
e Strategic planning
¢ Program management, and
e Program results.

PART questions address best practices in each of these areas. The PART requires an
explanation and evidence for each answer. Evidence includes (but is not limited to)
committee charters, Memoranda of Understanding (MOUs), documentation of processes
or databases. Performance measures must measure outcomes, rather than activity.

2.2. Constructing Performance Measures

While in the past there has been emphasis on performance measures of process, outputs
and outcomes, OMB has placed recent emphasis on measuring the efficiency of the
process and the final results. Appendix A describes the OMB PART Process in more
detail.

OMB guidelines for the development of performance metrics, especially for security-
related “all-or-nothing” goals, include the development of proxy measures for cases
where an event is catastrophic and so rare that it has not been observed.” The goal of
preventing a major terrorist attack at a port is a case where the only acceptable level of
success is absolute. Actual investments in security, in keeping with the concept of
layered security, however, will address various sub-goals, which may have proxy
measures for what cannot be observed. While a direct measure of port access might be
the number of unauthorized intruders detected, proxy measures for port access may
include related information on gates and guards, to be combined with crime statistics
relating tlo0 unauthorized entry in the area of the port to support a broader view of port
security.

The next chapter discusses deterrence based on terrorism and on traditional analysis of
criminal behavior, and describes how these affect the MSRAM model assumptions.

? See, Office of Management and Budget, Performance Measurement Challenges and Strategies, available
at: http://www.whitehouse.gov/omb/part/challenges _strategies.html, June 18, 2003.

1% Commercial products are available to permit tracking of crime trends and comparisons to regional and
national levels. See, for example, CrimeCast’s Cap Index (for Crimes Against Persons) census tract level

products, at http://www.capindex.com/images/products/cutsheets/MapAnatomy.pdf .




3. DETERRENCE

As stated in the National Maritime Strategy,

The basis for effective prevention measures — operations and security programs — is awareness and
threat knowledge, along with credible deterrent and interdiction capabilities.'!

Deterrence in the context of terrorism is not an easy subject, and has been gaining
attention only recently. However, its take-up remains slow; it was not mentioned at all in
a recent 450-page report on modeling threat anticipation.12 Incorporating the role of
deterrence in mitigating threats is examined here, with expert judgment as the principal
input, due to the lack of historical sources of information. In other contexts, deterrence
has been the subject of study for many years, primarily focused on the strategic theatre
and nuclear exchange between superpowers, generally referred to as “classical
deterrence.” The concept of cumulative deterrence, in contrast, has been advanced to
describe situations of continuing (non-nuclear) conflict, and casts off the all-or-nothing
framework."”® Thus, each success in an exchange is viewed as having a cumulative
impact on the behavior of the adversary. The concept of cumulative deterrence is useful
in the context of port risk when applied to each probe or attempted penetration of the port
security system. These become data points, adding to understanding of the terrorist’s
determination, and are incorporated in subjective assessments of capability and success.

3.1. Risk Reduction

Risk reduction through security investments based upon deterrence is best analyzed in a
manner that accounts for the relationship between the threats, consequences and
vulnerabilities that comprise risk. The relationship between threat, vulnerability and
consequence, in the context of terrorist risk, is often more complex than what can be
represented by a multiplication of scores representing these factors. The intent of the
terrorist gives rise to inter-relationships among threat, vulnerability and consequence.'*
MSRAM handles this by treating attacks and their consequences as separate events."

"' White House, 2005 National Maritime Strategy, Washington D.C.,
http://www.whitehouse.gov/homeland/maritime-security.html .

2 See, Ackerman, Gary et al., Literature Review of Existing Terrorist Behavior Modeling, The Center for
Nonproliferation Studies, Monterey Institute of International Studies, August, 2002.

1 See, Almog, Doron, “Cumulative Deterrence and the War on Terrorism,” Parameters, Winter 2004-05,
pp. 4-19.

' See, for example, Darby, John (b), Evaluating Terrorist Risk with Possibility Theory, Los Alamos
National Laboratory, LA-14179, November 2004.; and, Volpe National Transportation Systems Center (b),
Port Security Metrics: Performance Measure Model Options, Final Draft, January 2006.among others.

'* This method reduces the degree of error in final risk estimates if probabilities/possibilities are near 0.5.
Other methods to account for the interactions between T, V, and C would be more accurate as
probabilities/possibilities move away from 0.5. This is particularly relevant for security issues where rates
of attack are often very close to zero.




3.2. Views of Risk

The literature on behavior under uncertainty addresses perceptions of risk and associated
biases by individuals. For example, it is well known that individuals downplay common
risks, while they exaggerate rare ones. Unusual risks are judged to be more likely than
they actually are. Also, perceptions of personified risks exceed anonymous risks.'®
Lack of control also exaggerates the perceived risk of a given situation, helping to
explain, for example, the fear of flying."” Perceptions can be managed in order to
intensify the perceived risk of an act, which can in turn deter it.

The literature also indicates systematic differences between subjective, self-reported risk
assessments (however biased) and actual behavior towards risk,'® further complicating
the issuc.

3.3. Risk, Deterrence, and Ports

How can this information be used to understand deterrence at a port? After all,

Some terrorist groups, however, commit terrorist acts without regard to their own personal risk.
They will never be easily deterred. No amount of credible deterrent capability can guarantee that
attacks by such groups will be prevented."

The introduction of obvious operational risk to a terrorist’s mission must be a key
element in a security strategy, and should be measurable so as to track its effectiveness.
A terrorist may not be deterred by the thought of being captured, imprisoned, or dying.
Key, then, is deterrence via credible threat(sg to the mission by disruption and the
addition of operational uncertainty and risk.*

3.4. Crime and Criminal Behavior

The literature on crime and criminal behavior informs our understanding of deterrence at
the tactical level. Limited experience with controlled experiments indicates that criminal
activity is subject to a strong displacement effect; a ubiquitous police presence in one
area simply moves crime to less-policed areas. This could have strong implications for

' These behaviors are exploited by, for example, insurance agents, as they are careful to explain the
particulars of coverage against some disaster in a policy to the potential buyer.

'” By any reasonable measure, driving is many times more risky than flying, yet the sense of control helps
alleviate the fear of being behind the wheel.

18 See, Viscusi, Kip and William Evans, “Behavioral probabilities,” Journal of Risk & Uncertainty, Vol 32,
2006, pp. 5-15.

1% See, The National Strategy for Maritime Security, at http:/www.whitehouse.gov/homeland/maritime-
security.html .

% See, for example, Davis, Paul and Brian Michael Jenkins, Deterrence & Influence in Counterterrorism:
A Component in the War on al Qaeda, RAND National Defense Research Institute, 2002.




port security.?! It also highlights the need to examine these concepts spatially, which will
be outlined later.

Deterrence may also be achieved by raising operational risk over a particular threshold.
In a study of high-level drug dealers, the risk of interdiction had to reach 40 percent
before considering an operation too risky.”> Such thresholds may exist in the context of
terrorism and threats to port security, and, if they do, they can be used to the advantage of
the defender through strategies that maximize the perception of capture risk or, perhaps
more significantly, mission failure and to prevent potentially wasteful investments above
the threshold.

There has also been much study of deterrence with respect to the relationship between
murder rates and the threat of capital punishment, as well as more recent studies of
“right-to-carry” laws, which concern the relationship between violent crimes and laws
allowing concealed weapons.” However, many of these studies utilize incomplete data.
In the face of such problems, experts’ opinions can be more accurate than statistical
techniques designed for more data-rich situations.

3.5. Risk Biases

Individuals, in general, also have measurable biases as they perceive the lethal risks they
face. This has been studied in the context of health and safety, and may only be loosely
associated with risk taking behavior associated with port security. Still, biases towards
overstating rare risks and the underestimating of common risks were found, as was an
anchoring effect.®! Anchoring is the effect of uninformative (perhaps even random) prior
information on risk estimates.”

3.6. Risk Analysis and Deterrence
The measurement of deterrence required under the current implementation of MSRAM

requires a subjective estimate of the effect of any particular investment aimed to thwart a
given attack. The National Institute of Standards and Technology (NIST) has developed

?! See, Di Tella, Rafael and Ernesto Schargrodsky, Using a Terrorist Attack to Estimate the Effect of Police
on Crime, Draft working paper, Harvard University and Universidad Torcuado Di Tella, respectively,
February 2002.

?2 See, Layne, Mary et al., “Appendix C: Prior Research,” Measuring the Deterrent Effect of Enforcement
Operations on Drug Smuggling, 1991-1999, Office of National Drug Control

Policy, Available at www.whitehousedrugpolicy.gov/publications/enforce/measure_effect 2001, March
2002.

> See, for example, Goertzel, Ted, Econometrics as Junk Science, Rutgers University, monograph;
expanded form of article published in The Skeptical Inquirer, Vol 26:1, January/February 2002, pp. 19-23.
** See, Armantier, Olivier, Estimates of own Lethal Risks and Anchoring Effects, manuscript, Department
of Economics, University of Montreal, August 2005.

# A classic example is to take a survey of individuals on what they would estimate to be the population of
Turkey. If before being asked, they are told it might be 10 million, or 50 million, or 100 million, these
pseudo-facts influence the answers given.




software for risk analysis that includes the risk of terrorism.”® Their methodology, based
upon insurance industry techniques, is extended to terror risk through the use of expert
judgment. They include use of Monte Carlo methods to quantify the range of possible
outcomes, and in this way develop a measure of the risk. This methodology, while
significantly different from MSRAM, keeps with general guidelines on risk analysis;
both, however, compare overall risk by the determination of total risk shares.”’

3.7. Handling the Problem of Risk

This chapter has described the first simplifying assumption the MSRAM model makes,
namely independence of events, which is violated because deterrence incorporates
learning behavior. In addition, since deterrence involves threshold effects, the
assumption of linearity is also violated. The next chapter, Uncertainty and Possibility
Theory, describes an appropriate tool set for addressing these issues by gathering the
subjective probabilities from experts (necessary due to the absence of data), in a manner -
consistent with the underlying uncertainties inherent in the problem. This is an
application of the theory of evidence termed possibility analysis, a less restrictive
framework than probability theory and, therefore, better suited to defining risk amid
uncertainty.

% See, for example, Chapman, Robert and Chi Leng, Cost-Effective Responses to Terrorist Risks in
Constructed Facilities, National Institute of Standards and Technology, US Department of Commerce,
NISTIR 7073, March, 2004.

7 See, for example, Willis, Henry et al., Estimating Terrorism Risk, RAND Corporation, 2005.



4. UNCERTAINTY AND POSSIBILITY THEORY

Uncertainty may arise from ignorance, data variability, unknown ranges of values or
directions of a model’s input, or the outright lack of extant data. The latter is the
(fortunate) truth for port security, since terrorist attacks at ports are rare enough that a
suitable historical dataset does not exist. Overarching frameworks are currently being
developed that germit examination of various forms of uncertainty and evaluation of their
consequences.”

4.1, Problems with Probability

No degree of statistical expertise can bring truly meaningful results from analysis if the
model’s inputs are best guesses treated as certainty. In fact, such false precision can be
potentially dangerous, leading decision-makers to gloss over alternate, nearly-as-likely
scenarios.

In order for the analysis ... to be scientifically credible, uncertainty must be accounted for
properly. [Possibility theory] allows the analyst to express how much is known and how much is
not known honestly.”

But isn’t this why we use probability in the first place? Yes, except, as noted above,
humans are highly fallible estimators of probabilities, subject to a variety of biases. It has
been demonstrated that, “[S]ubjective estimates do not conform to the requirements of
probability theory.. 30 Probability’s faults can be seen, for example, in how easy it is to
“trick” people into accepting the wrong answers to probability-based questions.*!
Therefore, in cases such as port security, where estimates must rest with people’s
judgments (even experts’), a framework that takes into account these uncertainties and
mitigates bias would make the end results more accurate and thus, more useful.

% The software available at http://iridia.ulb.ac.be/pulcinella facilitates comparison among four kinds of
uncertainty propagation, including possibility. From the website: “The key for Pulcinella's comparison
power lies in the separation made between the process of modelling the structural knowledge of a problem,
and that of modelling its qualitative knowledge. Once a structural model has been decided, we can
superimpose any of the available uncertainty calculi on it. This comparison power can be useful for
educational purposes; it can also serve at the first stages of a knowledge engineering task, where alternative
theories of uncertainty can be tested on a bench-mark in order to choose the one that best fits the target
problem.”

*? See, Kikuchi, Shinya and Partha Chakroborty, “Place of Possibility Theory in Transportation Analysis,”
Transportation Research: Part B, Vol 40, 2006, pp. 595-615.

30 See, Raufaste, Eric, Rui da Silva Neves, and Claudette Marine, “Testing the Descriptive Validity of
Possibility Theory in Human Judgments of Uncertainty,” Artificial Intelligence,” preprint, p. 2.

' Among other things, one can demonstrate that MBA students are “irrational” with respect to determining
the outcomes of a variety of decision games carried out in a classroom setting. The extensive literature on
the subject is termed Prospect Theory, so-named by the originators of the field, Daniel Kahneman and
Amos Tversky.
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4.2. Approaches to Uncertainty

A body of theoretical literature has been growing since the 1960’s that is now making
available a new set of tools designed specifically to handle situations characterized by a
lack of knowledge or situations where there is conflicting information. It is not always
the case that people act irrationally when they act in opposition to a probability model;
rather, we can adapt the model to fit individual’s perceptions of subjective probability.
These less restrictive approaches are shown to match people’s understanding of various
decision problems more closely and yield outcomes that are natural and understandable to
those involved.

Of the approaches to counter this problem, possibility theory is the least restrictive.
Following the woodworker’s admonition to use “the right tool for the right job,”
possibility theory, which is well suited to applications where only expert knowledge is
available, has recently been applied to terrorism risk at nuclear power plants. 32

MSRAM requires that users generate scenarios that are risk scored and apply expert
judgment on various categories of risk. These categories (artificially) do not overlap and,
hence, categories that may be related are not considered in the context of one other. It
also implies complete agreement from experts as to the risks, likelihoods of threats,
consequences and vulnerabilities in each scenario. This probably does not reflect the
actual process involved in scoring the scenario, nor does it permit tracking of the
uncertainties surrounding each scenario in order to improve understanding over time.
This is exactly the “false precision” alluded to above.

The underpinnings of possibility analysis are described next, followed by their
application to deterrence in MSRAM.

4.3. An Outline of the Theory of Evidence, Possibility Theory and Uncertainty

Possibility Theory might more accurately be called “Possibility and Necessity Theory.”
Rather than using a single probability measure interpreted as the “odds” of an event,
possibility theory requires two concepts to fully describe the potential outcome. These
are termed the “possibility” and the “necessity” of the event. Some find it casier to think
of them as “plausibility” and “certainty,” rather than “possibility” and “necessity,” and
the reader should feel free to substitute these terms throughout the discussion. Possibility
indicates how feasible an event is (even if it never happens) and necessity indicates how
certain the occurrence of an event is. Each is described on a 0 to 1 scale. A necessary
event must be possible but a possible event need not be necessary. Thus, the possibility
value must always be greater than or equal to the necessity value.

One feature of the theory is that the possibility of an event (Event A) and its converse
(Event B or Event C or ... Event Z)3 ? need not sum to 1.0, as required by probability

32 Gee Darby, John (b).
* For simplicity of the example, events A through Z encompass all possible events and are mutually
exclusive.
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theory. In fact, they will always sum to a value greater than or equal to 1.0 (similarly, the
sum of the necessities will always be less than or equal to 1.0)

4.3.1. Possibility (II) and Necessity (N)
Let II(A) denote the possibility of event A and let N(A) denote the necessity of event A.
Also let TI(A®) denote the possibility of event A not occurring (i.e. Events B through Z)
and let N(A®) denote the necessity of event A not occurring.
Then, these relate to each other as:

NA)=1-TIAY)  and TII(A)=1-NA®
In words, then, if it is possible to some degree that A© occurs, it must be less than entirely
necessary for A to occur. Additionally, if it is necessary to some degree that A occurs,

then A must not be entirely possible. **

Note that if even if the necessity of A is zero:
e The possibility of A can still be ariywhere from 0 to 1.
o The possibility of A is 1.

Thus, the possibility of A and A" can add up to more than 1. This is the crux of the
difference between possibility and probability, mathematically outlined below.

4.3.2. Differences and Similarities between Possibility and Probability

Compare the arithmetic constraints imposed by both theories:

Probability* Possibility**
P(A) + P(AY) =1 A +I1AY>1
N(A)+N(AY <1
P(A U B) = P(A) + P(B) I1 (A U B) = max(I1 (A), I1(B))
P(A N B) =P(A) * P(B) N (A N B) = min(N (A), N (B))

* Assuming A and B are independent events. If they are not, the formulas change slightly but do not affect
the comparisons discussed here.

** These formulas hold true even if A and B are not mutually exclusive.

The Possibility constraints are far less restrictive than the probability ones (most easily
observed by the use of inequalities), allowing for uncertainty to play a greater role in
evaluation.

*In fact, if A is any way necessary, then A must be not at all necessary. i.e. I N(A9)>0, then N(A) = 0.
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4.3.3. Expressing Uncertainty and Confidence

The following illustrate how uncertainty and confidence may be expressed in Possibility
Theory:

Total certainty of A is expressed as IT(A)=1and N(A)=1 and
Total certainty of A® is expressed as [1(A)=0and N(A)=0, and
Total uncertainty of A is expressed as [T(A)=1and N(A)=0

An event that is entirely not necessary has no constraints on possibility:
IfN(A)=0 then INA)<1

An event that has some degree of necessity must be entirely possible:
IfN(A)>0 then [1(A) =1

For example, “A is highly possible” could be expressed as:>’
I1(A)=0.8 and N(A) =0

“A is somewhat certain to happen” could be expressed as:>®

I1(A)=1and N(A)=0.3
A measure of confidence has recently been proposed, denoted C(A), where
C(A) =TI(A) + N(A) - 1
This measure ranges from total affirmation of A, expressed as 1.0, to ignorance, where
the possibility of A is equivalent to the possibility of not A, expressed as 0, to total non-

affirmation, expressed as —1.0.

The combination of possibility and necessity into a new measure of subjective possibility
has been proposed as follows:

¥(h) ='2[I1(h) + N(h)]
This is the strict average of the possibility and necessity measures,”’ combined to form a

“subjective probability.”*® This is another connection between possibility theory and
application in the probability theory-based MSRAM.

35 Note that the value 0.8 is merely an example and may not be an accurate cognitive map of “highly
possible.”

*¢ Note that the value 0.3 is merely an example and may not be an accurate cognitive map of “somewhat
necessary.”

*7 Proposed by Didier Dubois and described in Raufaste, et al.

*% Experiments with experts, such as radiologists, confirm its applicability, as described in Raufaste, et al.
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4.3.4. How to solve the problem of measurement where there is insufficient
data.

The main motivation behind this additional complexity is that it better fits the problems
that arise from uncertainty due to a lack of or incomplete knowledge

(Dt is not clear that incomplete knowledge should be modeled by the same tool as variability. One
may argue ... that the lack of knowledge is precisely reflected by the situation where the
probability of events is ill-known, except maybe for a lower and an upper bound, or ... if only

expert knowledge is available.

Indeed, this is the very situation in which we find ourselves. But does it work? The
theory has been refined and extended for decades, and applications are just now bein%
published, but the results of experiments using panels of experts have been positive.4

4.3.5. Letting Go of Probability

There has been a great appreciation of the application of probability to our daily lives for
some hundred years. The study of probabilities and risk*' evolved in the context of
games of chance and was advanced by the great French mathematicians of the
seventeenth century.42 The modern system of markets and insurance provided great
benefits based on these precepts; however, they are not always the appropriate solution.
To quote from Darby,

In probability theory, the degree of belief is the probability; in possibility theory the degree of
belief is used to determine the possibility.” [emphasis added]

and,

Probability, as a normative framework, however, might not always be applicable to situations that
humans face. Thus, there is no reason, in the general case, to believe that human judgments of
uncertainty must be probabilities. As Shafer remarked, generally, the objective probabilities
associated with possible events are not known, and “if we know the chances, then we will surely
adopt them as our degrees of belief. But if'we do not know the chances, then it will be an
extraordinary coincidence for our degrees of belief to be equal to them.” # [emphasis added]

In other words, when we invoke the word “risk” in the context of security, it is not

always necessary or appropriate to quantify and manage the problem through use of strict
probability. We need not inherit the (ill-suited) restrictions of probabilistic formalism, in
the name of rigor. In fact, these restrictions can lead us to believe in the (false) precision

3% See, Dubois, Didier, “Possibility Theory and Statistical Reasoning,” Computational Statistics & Data
Analysis, Elsevier Articles in Press, 2006.

40 See, Raufaste, et al.

! Poisson invented the distribution that bears his name in order to study the fairness of judicial outcomes.
*2 See, Peter Bernstein, Against the Gods: The Remarkable Story of Risk, for a financial perspective.

* See, Darby, John (b), Evaluating Terrorist Risk Using Possibility Theory, Los Alamos National
Laboratory, LA-UR-04-0904, undated, footnote on page 2.

“ See, Raufaste, et al, pp. 1-2, quoting Shafer, in 4 Mathematical Theory of Evidence, Princeton University
Press, 1976, p. 16.
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of the results and influence decisions in ways that may actually increase risk. For
example, a “precise” rank order of the top 10 threats may fail to include a substantial
threat with a high degree of uncertainty (resulting in a low ranking). Despite the gravity
of the threat, attention and investment may be diverted from it due to the falsely precise
lower ranking. Again, the concept is “the right tool for the right job.”

As was mentioned earlier, Darby has used possibility theory and developed software to
calculate the risk<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>